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Critical infrastructure involves the significant sectors within the economy whose systems and assets are of vital importance in the performance of a nation. The United States of America has thus ensured the protection and survival of these critical infrastructures through a National Infrastructure Protection Plan (NIPP). NIPP protects these critical infrastructures by establishing an approach that helps in formulating national policies and plans on resource allocation. In ensuring the protection plan is sufficient, the government uses the risk management approach that helps in setting goals, identifying the risks and priorities, implementing programs, and measuring the effectiveness of these programs (Lewis, 2019). The Presidential Policy Directive is part of the protection plan used in protecting critical infrastructures. The directive secures important sectors of the economy by ensuring their resilience to achieve the sustainability of the nation. The government has also used commercialization in developing solutions that help in formulating solutions that help in protecting these critical infrastructures.
The Protection plan highlighted more than ten sectors that are critical and need to be protected. Among these sectors include; communication, food and agriculture, government facilities, and manufacturing industries, among others. Kang (2017) claim that the protection plan of these infrastructures is vital as it helps in the proper allocation of resources to sectors such as food and Agriculture that demands more attention. The program also helps in identifying threats and implementing measures to deal with those threats. In identifying risks, the government involves international bodies that help in strengthening the security of the critical infrastructures by mitigating their vulnerabilities.
In 2018, America formed the Cybersecurity and Infrastructure Security Agency as a protection plan to ensure the resilience of critical infrastructures. The agency would help both the public and private firms with the technical support needed for their survival. CISA would as well provide the necessary tools and resources required in preventing the cyber threats to critical sectors (Thomas, 2010). They would as well conduct assessments that help in decision-making concerning security issues and as well as train workers on security measures and crime prevention. The agency also has the responsibility of sustaining national critical infrastructure centers whose role is to increase people’s awareness about trending issues and possible threats that are likely to affect essential infrastructures. The agency plays a crucial role as it helps in critical sectors to proposing measures of dealing with potential risks that are yet to occur.
Thomas (2010) argues that critical infrastructures can be protected through commercialization of resources to develop effective solutions. He states the importance of investing in research and development as a tool of formulating tactics that can protect critical infrastructures. Technology brings innovation which results in cost-effective ways that will help in achieving the resilience of critical infrastructures. The government, in collaboration with federal agencies, should work in advancing technology to design effective programs that will mitigate the risks and threats in critical infrastructures. For instance, Homeland Security signed the Safety Act that uses technology in dealing with terrorism in the defense sector. Through the use of technology and innovation, resilient tools that can conduct self-diagnosing will be developed. Such tools help in planning, decision making as well as in budgeting.
The government has taken various efforts to protect critical infrastructures. These efforts vary depending on the sectors. In the food and Agricultural sector, recent efforts have been made to preserve its existence. The US Department of Agriculture initiated scientific programs aimed at editing the genetic composition of plants have been introduced. The plan seeks to produce crops that have higher yields while using less water to grow. The effort will increase food productivity and respond to the increase in population. In the protection of the transportation sector, measures have been taken to improve safety as well as efficiency. In achieving that, America adopted the installation of cameras in highways that help in monitoring the safety of people. The cameras also help in alerting emergency services in case an accident occurs (Bennett, 2018). 
The National Infrastructure Protection Plan has achieved a lot in protecting critical infrastructures. Through programs such as the Presidential Policy Directive, different bodies have been formed that help in creating the resilience of critical infrastructures. Although protecting critical infrastructures is not an easy task, NIPP has achieved a lot. The implementation of measures to protect these infrastructures also requires a lot of resources that causes a significant challenge to the government. The modern world faces challenges in sectors such as defense where terrorism is on the increase. The need to invest in research and development is, therefore, vital as it helps in advancing the technology and expertise needed in addressing these challenges. In meeting the demand of these critical infrastructures, ensuring sustainability should as well be a top priority as it ensures future survival.   
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